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Chapter 1. Overview

Currently, PPOs are generated for 21 banks through IPAS, out which e-PPOs are being sent to 16
banks. e-PPOwasintroducedinIPAS in 2018. As per current process of e-PPO, PPO data in XML and
PDF are bundledina Zipfile. Zipfile isthen signed by Zonal headquarter and signature (.SIG) file and
Zip (.zip) file are being sent to respective bank's CPPC through SFTP.

As perBoard's advise, arevised version of e-PPO has been developed and the same has been tested
by SBI. As pernew version of e-PPO, CRIS will push encrypted ePPO File (Zipped) in respective CPPC
folders of the Bank's server. Zipped file will contain following 3 files :

i. e-PPO (pdf), digitally signed by respective division and Zonal Headquarter
ii. e-PPO data file (in xml), digitally signed by Zonal Headquarter
iii. Undertaking of employee, as scanned file (pdf)

1.1 Signatory Authorisation & Registration

IPAS has provision of following 2 types of authorisation :-
i. Digital signing on e-PPO at Accounting unit (division, workshop, Headquarter etc.)
ii. Counter Signing (Digitally) on e-PPO by nominated official of Zonal Headquarter

Officials nominated for Counter signing e-PPO will perform following activity from a single
screen:-

a)Counter Signing (Digitally) on e-PPO (PDF file)

b)Digitally signing of PPO data (in XML file)

c)send digitally signed e-PPO to Bank electronically

Steps for Signatory authorisation and self registration of Digital Signature is as below:-

i.  The Accounting Unit will nominate the signatories for digitally signing the e-PPO. Each
accounting unit may have single/multiple signatories for signing ePPO. However, anyone of
them can signthe ePPO digitally. The nominated signatories will be authorised firstin IPAS
by Accounting unit Administrator (Sr. DFM). Detailed process of Signatory Authorisation is

available in Chapter 2.

ii.  Zonal Headquarter will nominate the signatories for countersigning the e-PPO. Each Zonal
Headquarter may have single/multiple signatories for counter signing ePPO. However,
anyone of them can counter sign the ePPO digitally. The nominated signatories will be
authorised first in IPAS by Zonal Administrator (Sr EDPM/CIO/Dy CAO G). Detailed process

of Signatory Authorisation is available in Chapter 2.

iii.  Once authorised, these officials will install the signing utility on their PCs and register
themselves usingtheir digitaltoken. The utility for signingthe document is available in IPAS,
which can be downloaded by users from Help—=> Download = Manual/Utility menu option.

iv. During registration, system will capture public key from the digital token.



vi.
Vii.
Viii.

Single file for changesinthe signatory listat IR level along with Public key of the authorised
signatories will be pushed by IPAS to banks on daily basis.

Bank will capture and process the signature file.

Bank will provide Acknowledgement/Feedback on each signatory.

Signatory will be allowed to sign the e-PPO (pdf/XML) only after positive acknowledgement
is received from the bank.

1.2 Process-flow for e-PPO

Process-flow for e-PPO implementation is as under:-

1

Personnel department prepares pensioner's following details and forwards it to Pension
Section of Accounts:-
i.  Personal details based on Bio-Data
ii.  Entersadditional required information such as Qualifying Service etc.
iii.  UploadsPhoto (,jpg), Signature (.jpg) and scanned copy of "Letter of Undertaking
(LOU)" (.pdf)

Based on the details received from Personnel (Executive) department, details will be verified
by Accounts Assistant (Level 1user) of Pension Section. In case of any issue, the case will be
returnedto Personnel department. If found in order, then User (Level 1) will enter/correct
required details and Save it. Saving the details will generate PPO number.

Level 1 user may editthe data any number of times before confirmingit. Once Confirmed,
PPO details are Frozen.

Authorised user (AL1, AL2 or AL3) will verify clearances and generatee-PPO. This will create
followingfiles:-

i. e-PPOinPDF

ii. e-PPODatain XML

Authorised signatory of e-PPO at unit will verify the documents (e-PPO PDF, e-PPO Datain
XML, LOU PDF) and then forward it to Zonal Headquarter. While forwarding to Zonal
Headquarter, system will ask for Digital Signature. User signs PDF digitally.

Zonal Headquarter will verify the details (e-PPO PDF, e-PPO datain XML, LOU PDF)and will
digitally sign followingfiles:-

i. PPOPDF (countersign)

ii. PPO Data in XML File

Once signed, the e-PPO willbe senttorespective CPPC. While forwardingit, system takes
following action:-
i. bundlesthe followingfile inSingleZip file:-
a) PPOPDF digitally signed by Accounting unit and counter signed by Zonal
Headquarter



1.3. Pre-Re

b) Digitallysigned PPO datain XML file

c) Scanned copy of Letterof Undertaking (LOU) in PDFfile
Encrypts the Zip file with Publickey of Bank and makes .encfile
Encrypted (.enc)fileis pushed to respective Bank's server

Bank will decryptthe file, unzip it and then process XML data, verify undertaking and
digitally signed e-PPO.

Bank shares status of e-PPO (Accepted/Rejected)to IPAS.

quisite

To initiate implementation of e-PPO, following needs to be ensured:-

1. Sufficientnumberof signatories are registeredin IPAS. e-PPO will require digital signature by
1 signatory in Accounting unit countersigned by 1 signatory at Headquarter.
2. Digital Signature Certificate (DSC) has sufficient validity. Digital Certificates need to be

procured well in advance before it is expired.

3. CRISSignerutility has beeninstalled onthe PCs of the signatories. CRISSigner utility hasbeen
made available under “Help” module of IPAS. User has facility to start/stop CRISSigner
service. Forsigningthe paymentfiles, itis necessary that CRISSigner Service isrunningin the

background.

4. All concerned officers have been assigned appropriate privileges of ePPO in IPAS.

In case of any issue related to pension disbursement, the escalation matrix is asunder:-

Escalation level

E-Mail id

Name & Mobile Number

L1 Support

L2 Support




Chapter 2: Signatory Authorisation

2.1 Based on official authorisation, IPAS Administrator willauthorise nominated Signatoriesin IPAS using

Admnistrafion

% gt T

WIS Reports

% adnin
User Actvaton
User Creafon
User Mnagement
Redirec Transfer Qut
Hon Wise PC7 Impact
PF OB Corecton
K] Registration
il Author'\sationﬁ
Bil Retum

Albction

following menuoptionin IPAS:-

Administration-> Admin---->Signatory Authorisation

System will display list of current signatories authorised for any of the followin g area:-

e-PPO (Unitlevel signature)

e-PPO (Headquarter Counter Sign)

Letter of Credit (LC)

Centralised Integrated Payment Solution (CIPS)

To add a new Signatory, click "+" button
To edit (grant/revoke) authorisation to existing signatories, click "Edit" button

Cadre  PayRoll | Pension = Administration  Helpdesk

Authorzatron of PRI Digte Simatuee »

MK

BB Do s e

LCDA EPPO Division EPPORQ (DS | Rt



i. In case userclicks "+" buttonto add New signatory, following screenis displayed: -

Admin PKI Registration »

User ID. GO Return

ii.  Userenterstheuseridof the signatory and clicks “GO” button.

iii.  UserIDisverified bysystem.Only Gazetted Officerare permitted. Based on User-id, System displays
details of the user. Systemalso asks Administrator to selectamong following functionalities forwhich
authorisationis to be givento signatory fordigitally signing the document/data: -

i. e-PPO(Unitlevelsignature)

ii. e-PPO(HeadquarterCounterSign)

iii. Letterof Credit(LC)

iv.  Centralised Integrated Payment Solution (CIPS)



Admin PKI Registration »

User ID.  |SER01BKS1002 |
Emp No: |[50707414778 |Bill unit  |0701001 |
Emp Name :|[INDRAJIT MUKHOPADHYAY |BU Desc | laCCTS/GAZ |
Designation |Sr.AFﬁ. | Category |Gazzetl:ed |
Status N | Depatrment | ACCOUNTS |
Authorization :
LCDA Select v
EPPO Division Select v
EPPO HQ(Counter Sign) Select v
CIPS Select v
| Authorize |

v.  Administratorhastoensure that properapprovals are available beforeauthorising signatoriesin IPAS.
vi.  Administratorclicks "Authorize" button.

vii.  Systemsavesthe authorisation details and displays the revised list of signatories as below:

Authorization of PKI Digtal Signature #

UserID Emp No Euup Name Designation Department ng;Ks]hE?;n LCDA | EPPO Division EPPOHQ | CIPS | FEdit
SERUIBRSIN] MM ORATTMUKHOMADTAY SARA | ACONS | Pmie | ) 0 0 0 [m
+ a
viii.  Authorisation details can be edited by Administrator by clicking “Edit” button and fresh set of

Authorisation as below:-



PKI Authorization Edit »

User ID. SERO1BKS1002

Emp No : S0707414778 Bill Unit |0701001
Emp Mame : | INDRAJIT MUKHOPADHYAY BU Desc |ACCTS/GAZ
Designation | Sr.AFA Category| Gazzetted
Depatrment | ACCOUNTS

Authonzation -
LCDA Yes

EPPO Dhvision No W
EPPO HQ(Counter
Sign)

CIPS No W

!

| Save I Return

Yes

!

iX. To delete User D from list, administrator must remove all authorization fromuser. Then delete
button will appear correspondingto useridas below:-

Autoztonof K] Digt inr: ¥

Mk
Reaistaton
| ey weo oo | hke | 0 @ 0 e

lserDD Tmpo Tup Name Desgmtion ~ Deparmen DS | EPPODwon  EPROHQ  (TFS i

SERUBRSO0 | S0

1




Chapter 3: Installation of Digital Signing (CRISSigner) Utility

3.1 Prerequisite

Install latest version of java. Steps are as under:-

All Control Panel ltems

i.  Goto control panel of system.

T » Control Panel » All Control Panel ltems

Adjust your computer's settings

/]3 Administrative Tools
B Credential Manager
s Devices and Printers
=] File Explorer Options
@ HD Audic Manager
E Intel® PROSet/Wireless Tools
Keyboard
@ Mouse
Q Power Options
4 RemoteApp and Desktop Connections
£ Storage Spaces
ETroubleshooting
[E Work Folders

Click on javatab.

=g AutoPlay

' Date and Time

0 Display

£ File History

L% HomeGroup

@ Intel ® Rapid Storage Technology
€% Language

:‘: Network and Sharing Center

[E) Programs and Features

P Security and Maintenance

@ Sync Center
gfl User Accounts

@ Backup and Restore (Windows 7)
L‘_Ej Default Programs

IH] Dolby Digital Plus Advanced Audio
Flash Player (32-bit)

4 Indexing Options

Internet Options

@ Lenove - System Health and Diagno...

K Personalization
@ Recovery

iy Sound

a System

s Windows Defender

~ 0

View by:

K3 Color Management
4 Device Manager

'@' Ease of Access Center
A Fonts

Intel® HD Graphics
|| Java

D Mail (32-bit)

l:lm:l Phone and Modem

'_9 Region

é Speech Recognition
ﬂ Taskbar and Mavigation
0 ‘Windows Firewall

5| Jawva Control Panel

General Java

Motify Me:

Security  Aadvanced

Before downloading

Check for Updates Automatically

The Java Update mechanism ensures you hawve the most updated wersion of the Java
platform. The options below let you control how updates are obtained and applied.

Advanced...

Ewvery Tuesday at 01:00, Java Update will check for updates. If an update is

recommended, an icon will appear in the system taskbar notification area. Move the
cursor over the icon to see the status of the update.vou will be notified before the
update is downloaded.

Jawa Update was last run at 10: 24 on 30-11-20185. Update Mow

Cancel

[ 1
iii.  Checkthe check boxforautomaticupdate.

iv.  Checkthejavaversioninjavatab of window.

Apply

Search Control Panel

Small icons ~

10



v. Ifjavaversionisnotlatest, then clickto update now button for java update (System should
be connectedtointernet).

3.2 Installation

i.  Download CrisSigner.zip file in your system.
ii. Unzip CrisSigner.zip onyour system.
iii.  Install unzippedfile CrisSigner.msifile onyoursystem.

iv.  ToInstall Double-click the CrisSigner.msi executable file.

3 CrisSigner Setup ¥

Welcome to the CrisSigner
Setup Wizard

The Setup Wizard will install CrisSigner on your computer.
Click ™ext™ to continue or "Cancel” to exit the Setup Wizard.

< Back Cancel

V. Click to Next button.



Vi.

4 CrisSigner Setup - *

Select Installation Folder
This is the folder where CrisSigner will be installed.

To install in this folder, dick ™ext™, To install to a different folder, enter it below or dick
"Browse",

Folder:
IC:‘n,CrisSigner‘n, Browse. ..

Adwvanced Installer

User can change Installation folder by clicking Browse button and clicks to Next button.

ﬁ! CrisSigner Setup >

Ready to Install
The Setup Wizard is ready to begin the CrisSigner installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel™ to exit the wizard.

Advanced Installer

<Back || &mstal | | Cancel

Click to Install button as shown.

12



ﬁ' CrisSigner Setup

Completing the CrisSigner
Setup Wizard

Click the "Finish” button to exit the Setup Wizard.

< Back Cancel

Click to Finish buttonto complete the Installation.

vii.  AfterlInstallation, anicon of CrisSigner will appear on desktop as shown.

Qb
~

(&)
CrisSigner

viii. ~ Run the CrisSigner (Using Run As Administrator)

13



iX.

X.

Crissigner

A Message indicating the start of CrisSignerservice is displayed. Click the OK Button

CrisSigner

Open

Open file location

TortoiseSVM

S| B

2

Run as administrator
Troubleshoot compatibility

Pin to Start

T-Zip

CRC SHA

Edit with Notepad++

Scan with Windows Defender..,
Send to other devices with SHAREit

oA w2

b G G G G G G |

|

Add to archive...

Add to "CrisSigner.rar”

Compress and email...

Compress to "CrisSigner.rar” and email
Extract files...

Extract Here

Extract to CrisSignert,

Open with WinRAR

Pin to taskbar

Scan for threats

Pt

On successful setup, Digital Signer window is displayed.

14



Xi.

You're almost therel

lust click on 5tart Service to start the CrisSigner service, if it is not started
automatically.

Mote: If you want to stop the CrisSigner service running on your system then
just click on Stop Service.

Server configured on port 2068

W

v10 Powered By eMudhra Limited

Click to Hide Service or Top-Right cornerarrow to minimize the window in Task Bar Tray of

computer.

15



3.3 Trust Setting

Click to tools option of Internet Browser. Select Internet Option from popup window.

- Lk &
o~ K *
Print ¥
File »
Zoom (100%) >
Safety ¥
b Add site to Apps
View downloads Ctrl+)

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

Click to security taband click to trusted sitesicon.

Internet Options ? .

General Security  Privacy Content Connections  Programs = Advanced

Select a zone to view or change security settings.

@ ¢ v O

-~ W
Internet Local intranet LVEEEEEIESE — Restricted
sites

Trusted sites

;f This zone contains websites that you Sites
T trust not to damage your computer ar |
your files.
You have websites in this zone,

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level.
-To use the recommended settings, dick Default level.

[C]Enable Protected Mode (requires restarting Internet Explorer) b

Custom lewvel. .. Default level

Reset all zones to default level

Cancel Aovly

o T LB -T-T- T IR T r-110aT]

16



Click to Sites button as shown above. A popup window appears consisting trusted site web

address.

*

Trusted sites *

You can add and remove websites from this zone. All websites in
B this zone will use the zone's security settings.

Add this website to the zone:

| http://localhost | I Add
Websites:
https: /f*.incometaxindiaefiing. gov.in ﬁ Remove

https: //*.mca.gov.in
https: /= tin-nsdl.com
https:/f127.0.0.1

| S Y A [ I WS Y pp—

v

[ ]Require zerver verification (https:) for all sites in this zone

Close

[ ]Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

QK Cancel Apply

Type http://127.0.0.1 on given textbox and clicks to add button to addin trusted website

list.

17
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Chapter 4: Signatory Registration

i.  Onceauthorised by Administrator, an alertfor Pending Registrationis shown to the signatory on dashboard
(home page) of IPAS as below:-

AIMS Welcome INDRAIIT MUKHOPADHYAY. (SEROLBKSL002)
il :

ACCOUNTING INFORMATION MANAGEMENT SYSTEM e 0 2.

B Themes gt

Hirie El‘mﬁlu E

IC | Books Pension | NPS  Budget Cash(STN) Incentive Stores Account

Click here o see the stats o sstes rased by Nodal Raihiays. Click here to Download New Features for IPAS Appiicat
Alets Last 3 Login Defals
P ey Reisaion s ping Clck hee o complee Registaion” LoginTime Stus
A 04022019 132608 FAILURE
Top Eamers of Alowances
A 5 QN9 132426 SUCCESS
(Previous Month)
A Q102019 1306:38 SUCCESS
Full Report wef 01/01/2016
A oAl
ii.  Signatory may register himself/herself by clickingon the alert/message. Toregister, signatory has to
ensure:-
a. He/she has obtained avalid Digital Signature Certificate (DSC) and the same has been attached
to USB port.
b. Driver of DSC has beeninstalled on Computerand digital tokenis accessible.
C. CrisSigner Utility has beeninstalled on computeranditis running state.

iii.  Byclickingonthe link of alert message, following screenis displayed to the signatory:-

18



PKI Registration »

User ID. SER01BKS1002

Emp No: |50707414778 Bill Unit  |(0701001

Designation |5r.AFA Category |Gazzetted

| |
Emp Name : | INDRAJIT MUKHOPADHYAY |BU Desc ACCTS/GAZ |
| |
| |

Status A Depatrment | ACCOUNTS

iv.  Signatory hasto verify his/herdetails and click "Register" button
v.  Systemdisplaysthe list of digital signatures accessible to system. User selects the appropriate digital key
fromlistand click to “Select” button.

19



PKI Registration »

User ID. SER01BKS1002 |
Emp No: |/50707414778 Bill Unit [p701001

Designation |Sr.AFA Category |Gazzetted

| |
Emp Name : | INDRAJIT MUKHOPADHYAY |[BU Desc |accTs/Gaz |
| |
| |

Status & Depatrment||[ACCOUNTS
(€' Signer et
Content to Sign:
testli3

Windows Store  p12/pPFX

Common Mame Issuer Name Serial Mo Expiry Date
Class 2 Organization ... e-Mudhra Sub CA for 22-12-2019
D5 eMudhra Test 3 e-Mudhra Sub CA Cla... |00bedlca 11-05-2019
Class 2 Individual test |e-Mudhra Sub CA for ... (00223480 25-12-2020
v
View Certificate Select Cancel

Copyright @© 2018 eMudhra Ltd. All Rights Reserved

vi.  Systemregistersthe signatory. Signatory's publickey is captured by IPAS and stored in its database.
vii.  On dailybasis, details of signatories along with individual Publickey are pushed by IPAS to SBI.

viii.  SBI to validate/processthe proposed addition/deletion and push Acknowledgement on each signatory to
IPAS. Signatory will be allowed to signthe e-PPO in IPAS only after positive acknowledgementis received
from bank.

20



Chapter 5. Working with e-PPO

Loginto IPAS applicationand click on "Pension"” module. Facility of e-PPOis available under Pension
module, which has provision for following functionalities: -

i. Verification of Clearances

ii. Digital Signingthe e-PPO by respective unitand Forwardingitto Headquarter

iii. Countersigning by Headquarter

iv. Sendingthe digitally signed e-PPO along with Signed data (.xml)file and Letter of Undertaking

to Bank

The details of the above functionalities are as under:-

5.1 Verify Clearance :Thisoption is for indicating various clearances and generation of
e-PPOPDFfile and PPO datafile (XMLformat). Steps are as under:-

vi.

Pension userauthorised fore-PPO will click "Verify Clearance" menu option
provided undere-PPO.

System will ask to select for Bank and Month of retirement of employees.

User selects Bankfrom the list of Banks, which are accepting e-PPO of Railways.
User enters Month of retirementin YYYYMM format and clicks "Go" button.

System display list of PPOs asforwarded by Personnel department and confirmed by
Accounts department forthe employees retired in the selected month and pertains
to selected bank.

Based on the clearanceslike No Dues, Vigilance etc., user ticks appropriate
checkboxes and clicks "Generate" button.

System generates e-PPO forthose employees whose all clearances (NDC, Vigilance,
All) are ticked. Generated e-PPOs (in pdf format) and PPO data (XML) are savedin
IPAS.

The following screen shows the above process:-

21



Pension

Pension Personnel for TEST DELH DI\ ¥ | SBIN V| 201810 €0

Pension Bills List
Pension Accounts
NORMAL
Post-2006 1 20187030301823 50300033870 RAKESH PURI TTI 50500  31-0CT-2018 T ¥ ¥ v
Y RAM SHARAN . e NORMAL
PRE-2006 2 0187030301829 50302858060 o, TECH-I 41600 31-0CT-2018 T ¥ ¥ WV
e
ey 3 0187030301830 50302993600 SOMPAL  FITTER (MCM) 43600  31-OCT-2018 :gﬁﬂgﬁm [] [] []
B ARPAN
NORMAL
B e-pPO 4 0187030301837 50303377880 SATEIR SINGH PORTER(COML) 36100  31-OCT-2018 T [] [] []
SURENDER
Verify Clearance e NORMAL
fy ﬁi 20187030301840 50390527285 :ime 55 78800 31-0CT-2018 RETIRENENT [] [] [
Forward To HO)
BANSHIDHAR NORMAL
HQ Retum 6 2018703030184 50302624735 o SR, TECH 55200  31-0CT-2018 T [] [] []
: HARI
HQ Verify 7 0187030301846 50304725323 SHANKAR  FITTER (MCM) 41100  31-OCT-2018 :gm;m [] [] []
Upload 5IG DUBEY
HARPAL NORMAL
Report 8 2018703030848 50302856228 o SR, TECH 4200 31-0CT-2018 T [] [] []
Reports MOHAN e NORMAL
! 9 2017030301855 50300365095 | oo o SSE (TELE) 87700  31-0CT-2018 —— [] [] []
Reports
NORMAL
10 2018703030186 50302573120 SITARAM SAH FITTER (MCM) 52000  31-OCT-2018 RETIRENENT [] [] [
11 20187030301867 50202826707 GIRRAISINGH T.W. DRIVER-D 57500  31-0CT-2018 it [] [] [
o RETIREMENT
12 20187030301868 50303267513 TILAK DHARD KHALASI 39800 31-0CT-2018 pORES [] [] []
RETIREMENT
NORMAL
13 20187030301872 50303384275 KAMLESH  RRB 34000 31-0CT-2018 e [] [] []
14 20187030301875 50303268489 NETRAPAL  POINTSMAN-B 38600  31-0CT-2018 JEEL [] [] [
RETIREMENT
SULEKH NORMAL
15 2017030301830 0313742476 [P(G000S) 60400  31-OCT-2018 T [] [] []




5.2 Forward to Headquarter:- This optionis for digitally signingthe e-PPO and
forwardingitto Headquarterfor Countersigning. Steps are as below:-
i.  Pensionuserauthorisedfore-PPO will click "Forward to Headquarter" menu option

provided undere-PPO.

ii.  Systemwill asktoselectforBank and Month of retirement of employees.

iii. User selects Bank fromthe list of Banks, which are accepting e-PPO of Railways.
User enters Month of retirementin YYYYMM format and clicks "Go" button.

iv.  Systemdisplaylistof e-PPOs asbelow.

Pension
sinn Personnel for TEST DELKL O\ ¥ | SEIN 201810 T‘
Pension Bills .
View Pension Detail
Pension Accounts
B Poct-2006 1 0197030301817 50303010995 VIIAY SHANKAR 55 6000 30CT-208 NORMAL RETIREMENT  Download XML Download POF
B PRE-2006 1 2087030301821 0313658580 ';?:EEHS:D ] 70 3008 NORMAL RETIREMENT  Diownload XML Download POF
B Query 1 0187030301823 0300033670 RAKESHPURI  TIT 50500 30012018 NORMAL RETIREMENT  Download XML Download POF
E ARPAN 4 2087030301823 SOB02858060 mﬁmm TECH] 4600 30008 NORMAL RETIREENT  Diownload XML Download POF
He-pro

Verify Clearance

Forward To HQ«

HQ Return

HQ Verfy

Send to Bank

Upload 516

Report

v.  Usercan downloade-PPO (in pdf format)and data file (inxml format) and verify it.

vi.  Incaseany discrepancy isobserved, itcan be returned by clicking "Re-process"
button. The following screenis displayed, where userclicks "Reset for Re-process"
buttonto returnthe e-PPOin clearance stage.

PPO Digital Sign »

PPO No 20187030301823 Cess Date |31—OCT—2018 Pension Type Cess Reason |NOI1MAL RETIREMENT

Emp No 50300033870 Emp Name |RAKESH PURI Designation TTI |Last Pay |5[I5[H]

23



In case e-PPOisfoundtobe inorder, userhas to click "Forward to HQ" button for

vii.
digital signingthe e-PPO and sendingitto Headquarterfor countersigning.
viii.  Onclick of “Sign & Forwardto HQ” button, system redirects to Digital Signing screen
of ePPO. System displays list of digital certificates accessible to system fordigital
signing as below:-
PPO Digital Sign »
PPO No |20187030301823 |Cess Date |31-0CT-2018 |Pension Type | |cess |NORMAL RETIREMENT
Emp No |s0300033870 |Emp Name |RAKESH PURI |Designation |[TTT  [Last Pay |50500
XML se BT
PF i I I
m (& CrisSigner '
Content to Sign:
CRIS 2
Windows Store
Common Mame Issuer Name Serial No Expiry Date
Class 2 Organization t... |e-Mudhra Sub CA for C... (00cb82d3 22-12-2019% ~
DS eMudhra Test 3 e-Mudhra Sub CA Clas... |00bedlca 11-05-201%
Class 2 Individual test |e-Mudhra Sub CA for C... |00e 23480 25-12-2020
v
s | [ o
Powered By eMudhra Limited.

ix.  Userselectsthe digital certificate from listand clicks to “Sign” button.
X.  Systemdigitally signsthe PDF documentand sendsto HQ for countersigning. The

following message is shown on the screen:

. PPO Number 20187030301823 signed and forwarded successfully ...

NORMAL RETIREMENT  Download XML Download PDF

1 20137020201817 50303010995 VIJAY SHANKAR S5 £8000 31-0CT-2018

RAKESH
2 oG NS e RRB 7500 31-0CT-2018 NORMAL RETREMENT  Download XML Download POF Forward Ta HQ
RAM SHARAN gt 41600 31-0CT-2018 NORMAL RETIREMENT  Download XML Download POF [—r—

3 2018700301829 50302858060 INGH

5.3 Headquarter Verify:- This option s forverification of e-PPO by Headquarter. E-
PPOs digitally signed by the respective units are received at Headquarter. If Headquarter
findse-PPOinorderthen countersignsitand senditto bank. Stepsare as below:-

i. Pensionuserauthorisedfore-PPO will click "Headquarter Verify" menu option

provided undere-PPO.
ii.  Systemwill asktoselectforBank and Month of retirement of employees.
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iii. User selects Bank fromthe list of Banks, which are accepting e-PPO of Railways.
User enters Month of retirementin YYYYMM format and clicks "Go" button.

iv.  Systemdisplaylist of e-PPOs (digitally signed by units) received at headquarteras
below.

Pension

Pension Personnel for TEST DELHI DI\ v |

Pension Bills
View Pension Detail

Pension Accounts

RAKESH NORMAL Download  Download
o 1 20187030301823 50200033870 ™ 50500 31-OCT-2018 Verify & Si
Post-2006 PURI RETIREMENT XML PDE i (T

PRE-2006
Query
ARPAN
He-PPO
Verify Clearance
Forward To HQ
HQ Return
HQ Verify
Send to Bank
Upload SIG
Report
Reports
Reports

v.  HQcan download e-PPOforverification from given link. For any discrepancy HQ can
return PPO to Unit by clicking “Return to Unit” button.

vi. Ife-PPOisfoundinorderby headquarter, authorised userclicks to “CounterSign”
button, system displays list of digital certificate accessible to system fordigital
signing. Userselects the digital certificate from listand clicks to “Sign” button as
below:-
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PPO HQ Digital Sign »

PPO No |20187030301623 |cess Date |31-0CT-2018 |Pension Type | |cess Reason |NORMAL RETIREMENT
Emp No |50300033870 |Emp Name |RAKESH PURT |Designation |TTI  |Last Pay |50500
R
PDF fie T N BT
(&' CrisSigner >
Content to Sign:
CRIS Cy
W
Windows Store
Common Mame Issuer Mame Serial Mo Expiry Date
Class 2 Organization t_. |e-Mudhra Sub CA for C_.. [0Dcb82d3 22-12-2019 ~
DS eMudhra Test 3 e-Mudhra Sub CA Clas... (00be4dlca 11-05-2019
Class 2 Individual test |e-Mudhra Sub CA for C._. [0De23480 25-12-2020
v
View Certificate Sign Cancel
Powered By eMudhra Limited.

5.4 Send to Bank:- This optionisforsending the e-PPO (digitally signed by units and
countersigned by headquarter) to Bank. During this process, datafile (in .xml format) is
signed by the official authorised for countersigning the e-PPO and required files are sent to

Bank. Steps are as below:-

i.  Pensionuserauthorisedforcountersigninge-PPO will click "Send to Bank" menu

option provided undere-PPO.
Systemwill ask to select for Bank and Month of retirement of employees.

User selects Bank fromthe list of Banks, which are accepting e-PPO of Railways.
User enters Month of retirementin YYYYMM format and clicks "Go" button.
Systemdisplay list of e-PPOs (digitally signed by units & countersigned by

Headquarter) as below:-
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Cadre PayRoll Loan Flectricity Quarter IC Books PF  Pension NPS [E-Suspense  Suspense Budget Cash(MCR) Cash(STN) Bills Incentive Stores Account

Pension

Pension Personnel
Pension Bills

View Pension Detail

sBN | co

Pension Accounts
Post-2006
PRE-2006
Query
ARPAN
He-PPO
Verify Clearance
Forward To HQ
HQ Retun
HQ Verify
Send to Bank
Upload SIG
Report
Reports
Reports

i 20187030201816 50302250871 g;‘ig:w CTT1 72100 31-0CT-2018 NORMAL RETIREMENT Download XML~ Download PDF Send to Bank

v.  Authoriseduserverifies the e-PPO and data (xml) file. If found in order, then the

userclicks to “Send to Bank” button.
vi.  Systemdisplays list of digital certificate accessible to system as below:-

PPO HQ Digital Sign *»

PPO Mo |20187030301816 |Cess Date |31-0CT-2018 |Pension Type | |Cess Reason |NORMAL RETIREMENT
Emp No  |50302250871 |Emp Name |BALWANT SINGH |Designation |cTTI  |Last Pay |72100

PF i
XL e

(&' Signer s

Content to Sign:

data to be signed

Windows Store | p12/PFX Others

Common MName Issuer Mame Serial Mo Expiry Date
(Class 2 Organization ... |e-Mudhra Sub CA for ... (00cb82d3 22-12-2019 -~
DS eMudhra Test 3 e-Mudhra Sub CA Cla... |00bedlca 11-05-2019
Class 2 Individual test |e-Mudhra Sub CA for ... (00e23480 25-12-2020
~

Copyright © 2018 eMudhra Ltd. All Rights Reserved

vii.  Userselectsthe digital certificate from listand clicks to “Sign & Send to Bank”

button.
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viii.

System bundles the following filesin azipfile:-

a) e-PPO pdffile (digitally signed by unitand countersigned by Headquarter)
b) e-PPO datafile inxmlformat (digitally signed)

c) scanned copy of undertaking from pensioner (pdf)

System encrypts the above zip file using Bank's Publickey.

Systemthen pushesthis encrypted fileto respective bank's server using SFTP
(SecuredFile Transfer Protocol).
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Chapter 6: Frequently Asked Question

Q1: How to run CRISSigner Service.

A. One CRISSigner utility isinstalled, anicon

isvisible on desktop. Rightclickit. Click “Run
as Administrator”. Service will start running.

Q 2. How to check whether CRiSSignerservice is running?

A.: Inorder to digitally sign adocumetthrough IPAS, Itis necessary that CRISSignerServiceis

o . e . .
runningin the background. The Service isshown as € icon inthe taskbar/bottom right corner of
the screen. Animage of the icons shownintaskbaris as below:

2 0 9 @
B < o &
i 2 T %
e = @3 @
Customize...

Clickthe icon for CRISSignerservice. It will open awindow as below, from where Service can be
stopped.

I||IIII|I
W
||:|||||
fit

O

=
o
C\.
P
v

Imost therel

Just click on Start Service to start the CrisSigner service, if it is not started
automatically.

Mote: If you want to stop the CrisSigner service running on your system then
just click on Stop Service.

Server configured on port 2068

b

wl.3

Based on feedback/experience duringe-PPO implementation, more FAQs will be added
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Chapter 7: Support

List of Officials to provide Support during e-PPO implementation in Railways/Units

Sr. No. Zone/Unit L1 Representative

1. CR Rohit Singh (7400067746)

2. ER Dibyendu Sarkar (9831750304)

3. NR Amit Kumar Mall (8130797695)

4, NER Sanjeev Singh (8130797563)

5. NFR Goutam Chakrobarty (7044474056)
6. SR P Sivakumar (7338827303)

7. SCR E Sai Sekhar Reddy (7995373308)

8. SER Goutam Chakrobarty (7044474056)
9. WR Robert U Dsouza (7400067749)

10. ECR Devendra Kumar Singh (8595925847)
11. ECoR Anup Kumar Chaudhary (9439654164)
12. NCR Pankaj Gupta (8130719735)

13. NWR Naveen Prakash (9910115361)

14. SECR AparnaKhandekar(9987582810)

15. SWR Ramakrishna Babu (9448590371)

16. WCR AparnaKhandekar (9987582810)

17. Metro-Kolkata Goutam Chakrobarty (7044474056)
18. CLw Dibyendu Sarkar (9831750304)

19. DLW Sanjeev Singh (8130797563)

20. DMW Kirpal Singh (8427098490)

21. MCF-Raibareilly Sanjeev Singh (8130797563)

22. RWP/Bela Devendra Kumar Singh (8595925847)
23. COFMOW Amit Kumar Mall (8130797695)

24, RDSO Sanjeev Singh (8130797563)

25. MTP-Chennai P Sivakumar (7338827303)

26. Rly Board Amit Kumar Mall (8130797695)
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Support for CORE/Allahabad and its associated units

Sr. No. | Unit L1 Support

1 ALLAHABAD Pankaj Gupta (9794866513)

2 KOLKATA Goutam Chakrobarty (7044474056)

3 GORAKHPUR Sanjeev Singh (8130797563)

4 CHENNAI P Sivakumar (7338827303)

5 AMBALA AmitKumarMall (8130797695)

6 DANAPUR Devendra Kumar Singh (8595925847)

7 BHUBANESWAR Anup Kumar Chaudhary (9439654164)

8 JAIPUR Sanjeev Singh (8130797563)

9 LUCKNOW Sanjeev Singh (8130797563)

10 SECUNDARABAD E Sai Sekhar Reddy (7995373308)

11 NEWJALPAIGUDI Goutam Chakrobarty (7044474056)

12 JABALPUR Sanjeev Singh (8130797563)

13 AHEMDABAD Sanjeev Singh (8130797563)
Escalation

Name Mobile Number

Amit Mall 8130797695

Kumar Abhishek 8130797573

AjayaSrivastava 9958198440

Centralised Helpdesk 8130353466, 8130868799

In addition a WhatsApp group “Pension/Settlement/ePPQ” is available whereissues can be raised

and discussed.
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